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CYBERSECURITY COMPLIANCE .=,

Cycuity streamlines compliance efforts by introducing scalability and traceability to
hardware security verification

Overview

Modern vehicles depend on an array of electronics, sensors,
and computer systems. These expanding attack surfaces
require strong cybersecurity measures to ensure automotive
components and systems work as intended and are built to
mitigate safety and security risks.

New regulations and standards aim to define such measures to
enable and ensure robust vehicle cybersecurity throughout the
automotive supply chain. UN Regulation #155 covers uniform
provisions for the approval of vehicles with regards to
cybersecurity and requires that manufacturers have a
cybersecurity management system in place. And recent industry
standard ISO/SAE 21434 “Road vehicles - Cybersecurity
engineering” focuses on the cybersecurity risks associated with
the design and development of automotive electronics and
provides guidelines and requirements for cybersecurity policies,
processes and threat assessment.

Automotive OEMs and manufacturers must ensure they can
demonstrate compliance with these regulations and standards
for cybersecurity across the entire system — including those
relevant to hardware security.

Additionally, while critical to demonstrate security rigor, manually
gathering, compiling, and presenting supporting certification
documentation can take significant time and effort, all while
pressures to meet product release timelines remain persistent.

Cycuity Delivers Compliance Process and
Documentation Efficiency

Radix technology from Cycuity enables semiconductor suppliers
in the automotive supply chain to efficiently comply with ISO/
SAE 21434, and other standards, by introducing repeatability,
scalability, and traceability to hardware security verification.

Common Compliance
Roadblocks

Lack of resources to drive the
compliance requirements and
necessary documentation

Insufficient security compliance
and verification processes, which
tend to be ad-hoc and focused on
functional compliance

Poor security specification and
scope - leading to incomplete or
unverifiable security requirements

Issues with traceability that can
introduce information gaps in
documentation

Efficiently creating detailed and
objective documentation

Meeting hardware security
verification deadlines with new
security compliance requirements

Translating and managing security
compliance requirements

and approvals across multiple
stakeholders and global design
and security teams

Providing compliance evidence
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Radix aids compliance efforts by providing an asset-based methodology and information flow technology
for a process of systematically detecting and evaluating emerging and known hardware security
weaknesses across semiconductor design and development.

The technology complements existing semiconductor design tools, with a specific focus on security, so
organizations and their global teams can perform comprehensive security verification and analysis before
chips and components for connected cars go into production.

Define Verifiable, Asset-Based Security Requirements

e Develop and document verifiable security requirements based on the underlying asset you are
trying to protect

o Gain comprehensive insight into locations and flows of security assets and architecture of
security protection mechanisms

e Extend security beyond vulnerability and weakness-based requirements for the most
comprehensive and and measurable security program

Amplify Security Verification

® Ensure security requirements are consistently met during implementation, integration, and
configuration as designs progress

e Streamline security compliance validation by simultaneously checking for security violations during
functional verification with existing EDA verification tools

Achieve Certification with Confidence and Detailed Documentation

® Present evidence of rigorous testing and documentation that all security requirements and
objectives were fulfilled

¢ Ensure stakeholders are aligned and collectively sign off on measurable success criteria

® Provide evidence of security rigor to customers and others in the value chain

Ready to Streamline Compliance with ISO/SAE 21434 and Other Standards?

Cycuity helps ensure tomorrow’s vehicles are secure, by providing a systematic approach to the hardware
security verification process and simplifying the data collection necessary to demonstrate cybersecurity
compliance with evolving standards. Today, leading automotive suppliers are using Cycuity to streamline
their ISO/SAE 21434 cybersecurity certification efforts at both the process and product levels.
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Learn more. Request a demo.
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